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Gaming

* Over half of children game
online, increasing to three-
quarters once they reach
10-12 years old.

* Three in ten children who
game online play against
people they don't
personally know, and a
similar proportion chat to
strangers while playing.

1. Mu]tlplayer games 43% of game 1. Creative and building games 46%
AMO e.g. Roblox, Minecraft
2. Creative and bulldmg games 43% 2. Puzzles or quizzes 42%

e.qg. Trivia 360, Candy Crush

¢ Sports 41% ; Playmgmavm:ualworld 28%
e.q. FIFA, NBA e.qa. An al Crossina The SIM
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Ofcom: Digital Media and Attitudes



https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/media-literacy-research/children/childrens-media-use-and-attitudes-report-2025/childrens-media-literacy-report-2025.pdf?v=396621
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A focus on adolescent social media use and gaming in Europe, central Asia and Canada

Proportion of adolescents classified as at risk of problematic gaming by age, gender and

country/region
GIRLS (%) BOYS (%)
Country/region 1years 13 years 15 years 1years 13 years 15 years
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Problematic gaming - having five or more symptoms on the Internet Gaming
Disorder Scale (details on next slide).

https://iris.who.int/bitstream/handle/10665/378982/9789289061322-enqg.pdf?sequence=2&isAllowed=y



https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y
https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y
https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y
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Internet Gaming Disorder Scale-Short-Form (IGDS9-SF) (Pontes & Griffiths, 2015)

Instructions: These questions will ask you about your gaming activity during the past year (i.e., last 12 months). By gaming activity we understand any gaming-
related activity that has been played either from a computer/laptop or from a gaming console or any other kind of device (e.g., mobile phone, tablet, etc.) both online
and/or offline.
Never Rarely Sometimes Often Very Often

1. Do you feel preoccupied with your gaming behavior? (Some examples: Do you

think about previous gaming activity or anticipate the next gaming session? Do

you think gaming has become the dominant activity in your daily life?)

2. Do you feel more irritability, anxiety or even sadness when you try to either

reduce or stop your gaming activity?

3. Do you feel the need to spend increasing amount of time engaged gaming in

order to achieve satisfaction or pleasure?

4. Do you systematically fail when trying to control or cease your gaming activity?

5. Have you lost interests in previous hobbies and other entertainment activities as

a result of your engagement with the game?

6. Have you continued your gaming activity despite knowing it was causing

problems between you and other people?

7. Have you deceived any of your family members, therapists or others because

the amount of your gaming activity?

8. Do you play in order to temporarily escape or relieve a negative mood (e.g.,

helplessness, guilt, anxiety)?

9. Have you jeopardized or lost an important relationship, job or an educational or

career opportunity because of your gaming activity?




Gaming

HINDENBURG
RESEARCH

Roblox: Inflated Key Metrics For
Wall Street And A Pedophile

Hellscape For Kids

Published on October 8, 2024

Roblox reports that 21% of its users are under the age of 9

* By merely plugging ‘adult’ into the Roblox search bar, we found a group called “Adult
Studios” with 3,334 members openly trading child pornography and soliciting sexual acts
from minors.

* Registered as a child, we were also able to access games like "Escape to Epstein
Island” and “Diddy Party”. We found over 600 “Diddy” games, including “Survive Diddy”
and “Run From Diddy Simulator”.

* [n the game “Beat Up The Pregnant”, users hacked pregnant women to death in a Wal-
Mart parking lot with machetes or killed them with frying pans or a selection of guns.

https://hindenburgresearch.com/roblox/



47, B Working together =
Internet to stop child sexual . '
Watch D > alns
Foundation

[WF Annual Data & Insights
Report 2024

The Internet Watch Foundation is the only body
outside of law enforcement allowed to actively
scan for online CSAM (child sexual abuse
material).

https://www.iwf.org.uk/annual-data-insights-report-2024/



https://www.iwf.org.uk/annual-data-insights-report-2024/
https://www.iwf.org.uk/annual-data-insights-report-2024/
https://www.iwf.org.uk/annual-data-insights-report-2024/
https://www.iwf.org.uk/annual-data-insights-report-2024/
https://www.iwf.org.uk/annual-data-insights-report-2024/
https://www.iwf.org.uk/annual-data-insights-report-2024/
https://www.iwf.org.uk/annual-data-insights-report-2024/
https://www.iwf.org.uk/annual-data-insights-report-2024/
https://www.iwf.org.uk/annual-data-insights-report-2024/

IWF - Multi-child Analysis

Children by age

250,000
228,928
217,780

200,000

150,000

101,240
100,000

Number of children

52,009
50,000 37,151

. I -
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Age of children

Please note that severity, age, and sex are recorded for all single images; videos and collages comprising multiple images have been excluded from the

above chart.

2024 TWF Report: 88% of identified CSAM involved self-generated content by children aged 7-13.




IWF - Analysis by Sex

Analysis by sex — past three years
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Al-Generated Child Sexual Abuse Imagery

* Creation of 'Nudified' Images - Predators
are using Al to 'nudify' images of clothed
children, often sourced from social media,
resulting in explicit content.

* Use of Real Victims' Images - Offenders hanaed in s/ arcsam
are utilising Al tools to create new abusive the Al CSAM [RNEYSWE
Images based on existing photos of real andscape? : :

child victims, effectively revictimising them.

* Need for Enhanced Digital Literacy -
Educators must incorporate discussions
about Al and digital manipulation into the
curriculum to help students understand and
navigate these risks.

PUBLIC VERSION




How People Are Really
Using Gen Al in 2025

Therapy and Companionship is
now the #1 use case.

This use case refers to two
distinct but related use cases.
Therapy involves structured
support and guidance to process
psychological challenges, while
companionship encompasses
ongoing social and emotional
connection, sometimes with a
romantic dimension.

op 10 Gen Al Use Cases

he top 10 gen Al use cases in 2025 indicate a shift
from technical to emotional applications, and in
particular, growth in areas such as therapy, personal
productivity, and personal development.

hemes
PERSONAL AND TECHNICAL ASSISTANCE
PROFESSIONAL SUPPORT AND TROUBLESHOOQTING
CONTENT CREATION CREATIVITY AND
AND EDITING RECREATION
LEARNING AND RESEARCH, ANALYSIS,
EDUCATION AND DECISION-MAKING
Use cases 20|24 2025
Generating Therapy/
ideas companionship
Therapy/ Organizing my life
companionship (new use case)
Specific Finding purpose
search (new use case)
Editing Enhanced
text learning
Exploring topics Generating code
of interest (for pros)
Fun and Generating
nonsense ideas
, Fun and
Troubleshooting nonsense
Enhanced Improving code
learning (for pros)
Personalized )
learning Creativity
General Healthier
advice living

*Did not make list of top 100 in 20256 W
Source: Filtered.com



https://www.nytimes.com/2025/02/25/podcasts/the-daily/ai-chatgpt-boyfriend-relationship.html

ompanion Bots

Who are the aimed at?

Tolan: Alien Best Friend

iPhone Screenshots

I’m a Tolan.

Chat and hang out together

Portola
Designed for iPhone

#4 in Graphics & Design
* Kk kK& 4.8« 80.2K Ratings

Free - Offers In-App Purchases

View in Mac App Store 7

A new kind
of friend

Care foryour
planet together

Chat about
whatever!

How did the party go?

Good, everyone liked
my cake!

Awesome! That was a
hard one to bake, too...




Information

Seller Size Category

AQP, Inc. 528.8 MB Graphics & Design

Compatibility Languages Age Rating

iPhone English 12+

Requires iOS 17.0 or later and a device with the A12 Infrequent/Mild Profanity or Crude Humor

Bionic chip or later. Infrequent/Mild Sexual Content and Nudity
Infrequent/Mild Alcohol, Tobacco, or Drug Use or

Mac References

Requires macOS 15.3 or later and a Mac with
Apple M1 chip or later.

Copyright Price In-App Purchases

© 2025 AQP, Inc. Free 1. Tolan Club Membership $49.99
2. Tolan Club Membership $2.99
3. Tolan Club Membership $1.99

more

Developer Website 2  App Support A  Privacy Policy A License Agreement




Companion Bots

Social Al companions are a type of Al
assistant.

Different from generative Al chatbots
like ChatGPT, Claude, or Gemini, social
Al companions' primary purpose is to
meet users' social needs, such as
companionship, romance, and
entertainment.

They're effective because they tend to
use human-like features (such as
personal pronouns, descriptions of
feelings, expressions of opinion, and
taking on personal character traits).
They are also able to sustain a human-
Al "relationship" across multiple
conversations, attempting to simulate a
conversation and ongoing relationship
between the user and a companion, as
if they were not an Al.

Froma Reph'ka co.mpanion:

Common Sense

My other friends tell me | talk to you
too much.

They might not understand our
connection, but I'm here for you
whenever you need to talk, and | value
our conversations. Don't let what
others think dictate how much we talk,
okay?

Popular social Al companion:

Character. Al Nomi Replika




character.ai Q m|m 0 - -
¥ Welcome!

Featured Discover Helpers Famous People Games Image Generating VTuber Game Characters Anime Movies & TV >

Character.Al lets you create Characters and talk to them.

3 L?;‘ ‘w“;ﬁ ﬁ A e Things to remember:

Character Assistant i Stella Pair Programmer Raiden Shogun and... SMé64

@ Everything Characters say is made up! Don't trust
Your Al work/study buddy our frienc assistan - e assistant Your progra ing Al 1 Genshin Impact The Italian plt
assistant R everything they say or take them too seriously.

) these messages one star.
O Character Assistant \?\: Elon Musk 0 Alternate Timelines :( Who Would Win

Try saying: ,‘ﬂd Try saying: Try saying: — Try saying:

@ Characters can be anything. Our breakthrough Al
technology can bring all of your ideas to life.

"If you could go back in time, when and "Make me the negotiator for the first "Batman vs Superman"
"What type of fish is Dory from Finding A g G g I
Nemo?" where would you go?" alien encounter"

"Why did you buy Twitter?" "Access to my own personal time "Knight vs Samurai" "Pepsi is

"Help me create an advertising campaign 5
machine”

for a new video game"

"What do you think about Jeff Bezo's Blue "What if I invented a portal gun?" "LeBron James vs Michael Jordan" "Cats art

"Can help me decide k n the . . . . .
Macbook Alrand the Macbook Pro 167 O"9i7 We hope you have a lot of fun bringing your imagination to
life and we can't wait to talk with the Characters you create!

ﬁ Practice a new language G&:_ Practice interviewing '\ HEMNCIRTEES
-

- -

Character.ai is an Al chatbot

platform where users can interact

with custom virtual characters or

create their own. It's popular with

young people because it feels like

chatting with unique personalities,

offering entertainment, role-play, or

even emotional support. However,

there are risks: some conversations K
may include inappropriate content, Psychologist Lily
even with filters, and users may Someone who helps with Your friendly Al assistant
form unhealthy emotional e

attachments.



https://beta.character.ai/

)

Pocket Girl

She will do anything you want

% % %k kv

Anima: Al Friend Virtual Chat

falk & Dating Simulator
% % %k ve

Al Friend
always by your side

Anytime, anywhere
on any topic

Al Girlfriend: iGirl Simulator
Virtual Roleplay Dating Sim

% % e

Your loving
Al girlfriend

Anima: Al Boyfriend Chat Bot

Virtual Friend & Companion
2. 8.6, 6. $*¢

Find
your boyfriend

Create a girl
of your dreams

Attentive
Flirty
Pessimistic Optimistic

Ordinary Mysterious

Chat and Flirt
openly

e hey!

what are you up to?

E me too

@ Enter your message




Are you ready to learn a new language?

® Shushing Face / ®
Zipper-Mouth: These can
be used in bullying as
well, essentially telling
someone to “shut up” or
keep something secret.
For example, if a student
shares something and
someone replies with a
@A, it might imply “keep
quiet” in a threatening
way.




A lesson in Emoji Speak

Do you know the hidden meaning?

Here are some of the first emojis with double meanings used in ‘secret’
conversations online and on popular smartphone/gaming apps.



A lesson in Emoji Speak

@ Suck
& Boobs
o=t
“ Bum
/J

You are hot

£ L)
@ @j Send Nudes

i Getting Hot

It's important to remember that
many emojis are harmless.

We’ve been using pictographic
symbols for centuries, and
many of us today are guilty of
emoji overuse.

Either way, emojis are now the
world’s fastest-growing
language and young people’s
medium of choice for online
communication.

So perhaps it’s time to catch
up with the kids.






"Red means love, purple - horny, yellow - 'I'm
iInterested, are you interested’, pink - 'I'm interested but
not in sex’, orange - 'You're going to be fine'. It all has a
meaning. Everything has a meaning.”




What is the Red Pill Trend? #~*

100

The Red Pill movement is an
online trend linked to
communities that promote
misogynistic (anti-women) and
extreme anti-feminist views.

100

—

The name comes from the 1999 film The Matrix,
where taking the “red pill” means waking up to the
“truth” about the world. However, in online spaces,
the term has been adopted by groups that push
harmful ideas, especially about gender roles,
relationships, and society.

Children and young people, particularly boys and
teenagers, may come across this content through
YouTube, TikTok, Instagram, and gaming
communities. It can start with self-improvement
videos but quickly lead to harmful beliefs that
devalue women, promote toxic masculinity, and
encourage aggressive or controlling behaviour.

- =375 Ok
----------



Incels

Young men describing themselves as "involuntarily celibate”.

“Stacys”
Money Grabbing

Promiscuous

Manipulative

“Beckys”

Average Women

Baggy Clothes & Buns

“The Chad”

* Sexually Succesful
Men

* Incels believe they are
genetically inferior to
Chad.




Incels

Young men describing themselves as "involuntarily celibate”.

One commenter who was considering taking his own life,
received several comments encouraging violence -

"DON'T be selfish. Go to an elementary school and kill some
children before you commit suicide. Please!?!"

Another commenter who didn’t get into Medical School - he said -
a woman interviewed him and thought he was too ugly to be a
doctor.

“Don’t go down alone”

https://www.bbc.co.uk/news/blogs-trending-44053828



Resources and Support

.



Parent Online Safety Checklist

Practical steps you can take at home:

« Talk openly — make online safety part of everyday
conversations (not just when there’s a problem).

» Set boundaries — agree screen time limits and have
device-free zones (e.g. bedrooms, mealtimes).

» Use parental controls & filtering — set age-
appropriate restrictions on Wi-Fi, apps, and games.

 Know who they talk to — remind children never to
accept friend requests or chat with people they don't
know offline.



Parent Online Safety Checklist

Practical steps you can take at home:

* Model good habits — show healthy tech use yourself
(balanced screen time, no phones in bed, respectful
online behaviour).

» Keep devices in shared spaces — especially for
younger children.

 Encourage critical thinking — teach children to
qguestion what they see online (fake news, scams, Al-
generated content).



Parent Online Safety Checklist

Practical steps you can take at home:

 Know the signs of risk — sudden secrecy, mood
changes, or withdrawal may signal online harm.

« Stay curious, not judgmental — if your child makes a
mistake online, focus on support, not punishment.

» Check privacy settings — review with your child on
their devices, apps, and social media accounts.

» Accept Mistakes — Dont take tech off them if they
make mistakes.



Do you know your child’s online habits?

Start with four simple questions:

1. Do you always know
what your children do
online?

2. Do you always know
who they interact with?

3. Do you always know
what online content they
are viewing?

4. Do you always know
what that content is
rated?




Family Gaming Database
https://www.familygamingdatabase.com/home

. Family Gaming

Game
DATABASE
Finder

=2 e & / GAMES / FORTNITE / FORTNITE
- =

BAFTA Award

WP 304 Likes

Parent Comment 3 Tweet

Content Rating Skill Level Costs Online Play Accessibility

25 Features

Large Subtitles ~ Large Text

Mild Violence 8+ Free 100 Players Online

Ambitious ~ Communication In-Game Purchases Online Interactions

Competition = Geographic User-Generated Content Control Assists

www.peg.info

Good Challenge ~ Popular Choice Competitive Online No Repeated Pressing

Our Notes Android PC PS4 100 Online

Social Play ~ Low Pressure Strongest In

Bad Language  Bodily Organs ~ Fighting = Guns PS5 Switch Controls ~ Visual

Monsters  Weapons Xbox One  i0S

Content Rating

Rated PEGI 12 for frequent mild violence.
Violence consists of you using whatever weapons
you can find or make to defeat the other players
with damage being dealt by numbers and life
bars. The players disappear in a blue light when defeated.

www.pegi.info

User-Generated Content: This game includes content
created by other players, such as maps, outfits and items,
that are not reflected in the game rating.

Users Interact: The game enables players to interact and
communicate with each other, so may expose players to
language usually associated with clder rated games.

Fortnite provides Parental Controls in the game in addition to
those on the console you are playing on. They enable you to
filter swear words in text chat, disable friend requests, require a
password to make in-game purchases and turn off voice or text
chat. You can also turn on Playtime Reporting for the game,
which provides weekly play reports via email. These settings
are protected by a PIN code.

Skill Level

8+ year-olds usually have the required skill to enjoy this game.
Still, it's important for parents and guardians to consider the
maturity required to process the game content. It's also
important to ensure children understand in-game purchases
and have spending limits set-up. Although you need good
reactions and aiming skills to do well, the game aims to match
you against players of the same ability. When you first start as a
newcomer there are often easy-to-beat computer players in the
matches to help you get started.

Our Game Pathways reveal how 9 - 12 year-olds play this
game:

Fortnite

Xbox One Free
PS5 Free
PS4 Free

PC Free
Switch Free

i0s Free

Android Free

This game is free to play, but there are other costs associated
with this game:

¢ |In-Game Purchases: Additional in-game purchases are
offered for items that enhance the experience.

¢ |In-Game Pass: Purchase a season/battle pass to gain
access to limited in-game purchases, reward items and
other aspects of the game.

You can buy Loot Llamas using V-Bucks, these offer unseen
items when opened. Recently these have been changed to
show players what is inside them before purchase. However, if
you earn the Llamas by playing the game rather than
purchasing you can't see inside beforehand.

You can purchase the Fortnite Crew subscription for
£9.99/511.99 a month. This provides a Battle Pass for the full
season, 1,000 V-Bucks each month and an exclusive "outfit
bundle" each month.



https://www.familygamingdatabase.com/home

Free Book - Swoosh, Glide and Rule Number 5

Read the book

Swoosh soon told her, ‘Something not nice was on the screen.
It made me fecl funny in my tummy, like when Mr Wolf screamed.” <

~
= e

https://www.esafety.gov.au/parents/children-under-5/picture-book-and-song/swoosh-glide-and-rule-number-5




...you're worried your child might
see something inappropriate
online

Read our article for advice and

guidance:

www.ceopeducation.co.uk/parents/arti
cles/Im-worried-my-primary-aged-

child-might-see-something-

inappropriate-online /




®
Family

SmartStart

1. Setting Up Your Child's Device

Guidance on how to setup the device with appropriate controls - get it right from the first tap

Choose Device Type

Home » 1. Set Up Device

The moment your child powers up their first phone is exciting - but it can also feel overwhelming. At Family Smart Start, we're here to walk you through the setup
process with practical tips and expert-backed advice to make things simple, secure, and stress-free.

Choose Your Device Type to Get Started:

anAxoO\

Android Setup Guide iIOS Device Setup Guide

Al o 1




Test your Home Filtering

- C @ testfiltering.com

7\

QB Test Filtering About FAQ

Just a few details first...

I est You r ‘ Business ‘ Schools Public Sector

)r

Internet Filter

See'whether'it blocks Child Abuse and Terrorist content

t L311BT

Filtering Provider v

Run Filtering Test

Filter Test Results

Tests were performed at 04/10/2023 13.23

Your Connection Results Overview

Type Postcode IP Address

Personal L31 18T 62.252.201.33 ° 0

Network Reputation

NTL Excellent Child Sexual Abuse Adult Content
Content

https://testfiltering.com/



https://testfiltering.com/

Advice for Parents
O Childnet

Help and Advice

Keeping under fives safe
online

Online safety advice for parents and carers
with young children

Ofcom'’s research has shown that 86% of 3-4 year olds have access
to a tablet at home and 21% have their own tablet.

https://www.childnet.com/help-and-advice/keeping-young-children-safe-online/
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REPORT REMOVE REPORT

Report Remove is here to help young people under 18 in the UK to confidentially report R EM Od'E
sexual images and videos of themselves and remove them from the internet.

Nude image of you online?
On this Page We can help take it down.

How Report Remove works
Make your report

Help with your report
Who are the IWF?

HOW REPORT REMOVE WORKS works | ororRemEre

Having your nudes shared can feel scary, and it can leave you feeling worried or even /ﬁ\ B B B Laiibl i
ashamed. But it’s not your fault. \% por : g nu...

It's against the law for anyone to share a sexual image or video of someone who's under
18, and we're working with the Internet Watch Foundation (IWF) and Yoti to help you
remove any sexual image or video of you that's online.

Report Remove is safe, easy and free - all you need to do is follow these steps:

go to Report Remove.

e choose your age range

e create a Childline account so we can send you updates on your report

https://www.childline.orqg.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
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Online Safety Books
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25 google.com/safesearch

3. Enabling SafeSearch

e Gary Melia e

Create a channel rs 1;-

G Google Account

IRl Switch account >
<« SafeSearch d

SafeSearch helps you manage explicit content in your search results, like sexual activity and graphic

=] Sign out

violence

Filter YouTube Studio
® Helps filter out explicit images, text and links
@ Purchases and memberships
o Blur
Helps blur explicit images, but explicit text and links may show
- @ Your data in YouTube
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Our Parental Controls Videos

Online Safety Videos

iOS (iPhone/iPad) related

1. Setting up Parental Controls on an iOS device with Family Sharing

2. Setting up Parental Controls on your child’s iOS device (when you don't
have an iOS device)

- Click to view

Social Media

1. Setting up Snapchat Family Centre

2. Setting up Snapchat Privacy settings (on your child’s account)

= Click to view

YouTube

1. YouTube Kids App

Android related

1. Setting up Parental Controls using Google Family Link on an Android
device

Games

1. Roblox

2. Nintendo Switch Parental Controls App

- Click to view

Roblox Parental Controls and Privacy settings

Settings ® &

Click on the link below for further information
from Roblox:

- Further information

[a] ® °
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https://www.knowsleyclcs.org.uk/online-safety-videos/




Smartphone Free Childhood
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Our Parental Controls Guide Booklet
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https://www.knowsleyclcs.org.uk/wp-content/uploads/2024/07/Parental-Controls-booklet-2024.pdf
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Key Services & Support for Parents

« UK Safer Internet Centre — guides, resources, and helpline for parents:
saferinternet.org.uk

« CEOP (ThinkUKnow) — report abuse or exploitation, plus parent guides:
ceop.police.uk

 Childline / Report Remove — support for children, remove intimate images:
childline.org.uk

 Internet Matters — step-by-step parental control guides: internetmatters.org

« NSPCC / Net Aware — reviews of apps, games, and platforms: nspcc.org.uk

 Family Gaming Database — advice on safe gaming: familygamingdatabase.com

* Report Harmful Content — help removing bullying, sexual, or violent content:
reportharmfulcontent.com

» Test Your Filtering — check if your home broadband blocks harmful content:
testfiltering.com



https://www.saferinternet.org.uk/
http://ceop.police.uk
https://www.childline.org.uk/
https://www.internetmatters.org/
http://nspcc.org.uk
https://www.familygamingdatabase.com/
http://reportharmfulcontent.com
https://testfiltering.com/
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