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Risk and Emerging Threats

What are the current threats 
to our children’s online 
lives?  By raising awareness 
of the threats they face we 
can help to keep them safe, 
we also need to share our 
knowledge in a way that is 
relevant and age appropriate 
to our children.



• Over half of children game 
online, increasing to three-
quarters once they reach 
10-12 years old.

• Three in ten children who 
game online play against 
people they don’t 
personally know, and a 
similar proportion chat to 
strangers while playing.

Gaming

Ofcom: Digital Media and Attitudes 

https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/media-literacy-research/children/childrens-media-use-and-attitudes-report-2025/childrens-media-literacy-report-2025.pdf?v=396621


Problematic gaming - having five or more symptoms on the Internet Gaming 

Disorder Scale (details on next slide).

https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y 

World Health Organisation
A focus on adolescent social media use and gaming in Europe, central Asia and Canada

https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y
https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y
https://iris.who.int/bitstream/handle/10665/378982/9789289061322-eng.pdf?sequence=2&isAllowed=y




• By merely plugging ‘adult’ into the Roblox search bar, we found a group called “Adult 

Studios” with 3,334 members openly trading child pornography and soliciting sexual acts 

from minors.

• Registered as a child, we were also able to access games like “Escape to Epstein 

Island” and “Diddy Party”. We found over 600 “Diddy” games, including “Survive Diddy” 

and “Run From Diddy Simulator”.

• In the game “Beat Up The Pregnant”, users hacked pregnant women to death in a Wal-

Mart parking lot with machetes or killed them with frying pans or a selection of guns.

Gaming

https://hindenburgresearch.com/roblox/

Roblox reports that 21% of its users are under the age of 9



The Internet Watch Foundation is the only body 

outside of law enforcement allowed to actively 

scan for online CSAM (child sexual abuse 

material).

https://www.iwf.org.uk/annual-data-insights-report-2024/ 
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IWF - Multi-child Analysis

2024 IWF Report: 88% of identified CSAM involved self-generated content by children aged 7-13.



IWF - Analysis by Sex



AI-Generated Child Sexual Abuse Imagery

• Creation of 'Nudified' Images - Predators 
are using AI to 'nudify' images of clothed 
children, often sourced from social media, 
resulting in explicit content.

• Use of Real Victims' Images - Offenders 
are utilising AI tools to create new abusive 
images based on existing photos of real 
child victims, effectively revictimising them.

• Need for Enhanced Digital Literacy - 
Educators must incorporate discussions 
about AI and digital manipulation into the 
curriculum to help students understand and 
navigate these risks.



How People Are Really 

Using Gen AI in 2025

Therapy and Companionship is 

now the #1 use case. 

This use case refers to two 

distinct but related use cases. 

Therapy involves structured 

support and guidance to process 

psychological challenges, while 

companionship encompasses 

ongoing social and emotional 

connection, sometimes with a 

romantic dimension. 

https://www.nytimes.com/2025/02/25/podcasts/the-daily/ai-chatgpt-boyfriend-relationship.html


Companion Bots
Who are the aimed at?





Companion Bots

Social AI companions are a type of AI 

assistant.

Different from generative AI chatbots 

like ChatGPT, Claude, or Gemini, social 

AI companions' primary purpose is to 

meet users' social needs, such as 

companionship, romance, and 

entertainment.

They're effective because they tend to 

use human-like features (such as 

personal pronouns, descriptions of 

feelings, expressions of opinion, and 

taking on personal character traits).

They are also able to sustain a human-

AI "relationship" across multiple 

conversations, attempting to simulate a 

conversation and ongoing relationship 

between the user and a companion, as 

if they were not an AI.

Popular social AI companion:

Character.AI Nomi Replika



Screenshot 2023-06-07 at 14.55.40.png

Character.ai is an AI chatbot 
platform where users can interact 
with custom virtual characters or 
create their own. It’s popular with 
young people because it feels like 
chatting with unique personalities, 
offering entertainment, role-play, or 
even emotional support. However, 
there are risks: some conversations 
may include inappropriate content, 
even with filters, and users may 
form unhealthy emotional 
attachments.

https://beta.character.ai/




Are you ready to learn a new language?

The Darkside of Emojis

Shushing Face / 
Zipper-Mouth: These can 
be used in bullying as 
well, essentially telling 
someone to “shut up” or 
keep something secret. 
For example, if a student 
shares something and 
someone replies with a 

, it might imply “keep 
quiet” in a threatening 
way.



A lesson in Emoji Speak

Do you know the hidden meaning? 

Here are some of the first emojis with double meanings used in ‘secret’ 

conversations online and on popular smartphone/gaming apps.



It’s important to remember that 

many emojis are harmless. 

We’ve been using pictographic 

symbols for centuries, and 

many of us today are guilty of 

emoji overuse. 

Either way, emojis are now the 

world’s fastest-growing 

language and young people’s 

medium of choice for online 

communication. 

So perhaps it’s time to catch 

up with the kids.

A lesson in Emoji Speak



Do you 
know?

Can you 
guess?



"Red means love, purple - horny, yellow - 'I’m 

interested, are you interested', pink - 'I’m interested but 

not in sex', orange - 'You’re going to be fine'. It all has a 

meaning. Everything has a meaning."



What is the Red Pill Trend?

The name comes from the 1999 film The Matrix, 
where taking the “red pill” means waking up to the 
“truth” about the world. However, in online spaces, 
the term has been adopted by groups that push 
harmful ideas, especially about gender roles, 
relationships, and society.

Children and young people, particularly boys and 
teenagers, may come across this content through 
YouTube, TikTok, Instagram, and gaming 
communities. It can start with self-improvement 
videos but quickly lead to harmful beliefs that 
devalue women, promote toxic masculinity, and 
encourage aggressive or controlling behaviour.

The Red Pill movement is an 
online trend linked to 
communities that promote 
misogynistic (anti-women) and 
extreme anti-feminist views. 



Young men describing themselves as "involuntarily celibate".

• Sexually Succesful 
Men

• Incels believe they are 
genetically inferior to 
Chad.

“The Chad”

Incels

• Money Grabbing

• Promiscuous 

• Manipulative

“Stacys”

• Average Women

• Baggy Clothes & Buns

“Beckys”



Young men describing themselves as "involuntarily celibate".

Incels

"DON'T be selfish. Go to an elementary school and kill some 

children before you commit suicide. Please!?!"

Another commenter who didn’t get into Medical School - he said -

a woman interviewed him and thought he was too ugly to be a 

doctor.

“Don’t go down alone”

One commenter who was considering taking his own life, 

received several comments encouraging violence -

https://www.bbc.co.uk/news/blogs-trending-44053828



Resources and Support

This section is all about 
resources that are 
available to you to 
support your children.
The resources are all 
free and may help start 
a conversation or 
maybe useful to 
respond to an incident.  
Whatever situation you 
find yourself in there is 
always support 
available.



• Talk openly – make online safety part of everyday 
conversations (not just when there’s a problem).

• Set boundaries – agree screen time limits and have 
device-free zones (e.g. bedrooms, mealtimes).

• Use parental controls & filtering – set age-
appropriate restrictions on Wi-Fi, apps, and games.

• Know who they talk to – remind children never to 
accept friend requests or chat with people they don’t 
know offline.

Practical steps you can take at home:

Parent Online Safety Checklist



• Model good habits – show healthy tech use yourself 

(balanced screen time, no phones in bed, respectful 

online behaviour).

• Keep devices in shared spaces – especially for 

younger children.

• Encourage critical thinking – teach children to 

question what they see online (fake news, scams, AI-

generated content).

Practical steps you can take at home:

Parent Online Safety Checklist



• Know the signs of risk – sudden secrecy, mood 

changes, or withdrawal may signal online harm.

• Stay curious, not judgmental – if your child makes a 

mistake online, focus on support, not punishment.

• Check privacy settings – review with your child on 

their devices, apps, and social media accounts.

• Accept Mistakes – Dont take tech off them if they 

make mistakes.

Practical steps you can take at home:

Parent Online Safety Checklist



Do you know your child’s online habits?

Start with four simple questions:

1. Do you always know 
what your children do 
online?

2. Do you always know 
who they interact with?

3. Do you always know 
what online content they 
are viewing?

4. Do you always know 
what that content is 
rated?



https://www.familygamingdatabase.com/home

Family Gaming Database

https://www.familygamingdatabase.com/home


Free Book - Swoosh, Glide and Rule Number 5

https://www.esafety.gov.au/parents/children-under-5/picture-book-and-song/swoosh-glide-and-rule-number-5







Test your Home Filtering

https://testfiltering.com/

https://testfiltering.com/


https://www.childnet.com/help-and-advice/keeping-young-children-safe-online/

Advice for Parents
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https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
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Online Safety Books



3. Enabling SafeSearch

Google SafeSearch

YouTube Restricted Mode



Our Parental Controls Videos

https://www.knowsleyclcs.org.uk/online-safety-videos/



Smartphone Free Childhood



Our Parental Controls Guide Booklet

https://www.knowsleyclcs.org.uk/wp-content/uploads/2024/07/Parental-Controls-booklet-2024.pdf
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• UK Safer Internet Centre – guides, resources, and helpline for parents: 

saferinternet.org.uk

• CEOP (ThinkUKnow) – report abuse or exploitation, plus parent guides: 

ceop.police.uk

• Childline / Report Remove – support for children, remove intimate images: 

childline.org.uk

• Internet Matters – step-by-step parental control guides: internetmatters.org

• NSPCC / Net Aware – reviews of apps, games, and platforms: nspcc.org.uk

• Family Gaming Database – advice on safe gaming: familygamingdatabase.com

• Report Harmful Content – help removing bullying, sexual, or violent content: 

reportharmfulcontent.com

• Test Your Filtering – check if your home broadband blocks harmful content: 

testfiltering.com

Key Services & Support for Parents

https://www.saferinternet.org.uk/
http://ceop.police.uk
https://www.childline.org.uk/
https://www.internetmatters.org/
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https://testfiltering.com/
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